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1. Purpose, scope, and users 

Cambiaso & Risso (Singapore) Pte. Ltd., hereinafter referred to as the “Company” is a shipping 

agency based in Singapore.  

The Company strives to comply with applicable laws and regulations related to the Personal Data 

Protection Act 2012 (PDPA) in Singapore where the Company operates. This policy sets forth the 

basic principles by which the Company collects, uses and disclosures personal data of consumers, 

customers, suppliers, business partners, employees, and other individuals. 

In addition, the Company is bound by the European Union’s (EU) General Data Protection Regulation 

(GDPR) as we provide services to individuals and entities from the EU. This policy shall describe how 

we ensure compliance with the EU GDPR. 

This policy applies to the Company and its directly or indirectly controlled wholly owned subsidiaries 

conducting business within Singapore or processing the personal data of individuals within 

Singapore. 

The users of this document are employees and contractors working on behalf of The Company. 

 

2. Overview 

The PDPA contains 2 provisions that cover data protection and the Do Not Call registry, which the 

Company is required to comply with.  

The data protection provision deals with the following matters: 

 Having reasonable purposes, notifying purposes, and obtaining consent for the collection, 

use or disclosure of personal data. 

 Allowing individuals to access and correct their personal data. 

 Taking care of personal data, protecting personal data, and not retaining personal data if no 

longer needed 

 Having policies and practices to comply with the PDPA. 

The PDPA’s Do Not Call Registry provisions deal with the establishment of Singapore’s national Do 

Not Call Registry and the obligations of the Company relating to the sending of marketing messages 

to Singapore telephone numbers. 
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3. Definitions 

The following definitions of terms used in this document are drawn from section 2(1) of the PDPA: 

a. Individual - A natural person, whether living or deceased. The term “natural person” refers 

to a human being. Obligations relating to the disclosure and protection of personal data will 

apply in respect of the personal data about an Individual who has been dead 10 years or less. 

b. Personal Data - Any information relating to an identified or identifiable Individual who can 

be identified, directly or indirectly, by reference to an identifier such as a full name, 

identification number (e.g., NRIC, FIN), passport number, personal mobile number, facial 

image of an individual, voice of an individual, fingerprint, iris image or DNA profile.  

c. Organisation - Any individual, company, association, or body of persons, corporate or 

unincorporated whether formed or recognised under the law of Singapore; or resident, or 

having an office or a place of business, in Singapore. 

d. Data Intermediary - An organisation that processes personal data on behalf of another 

organisation but does not include an employee of that other organisation. 

e. Collection, Use and Disclosure - In general, the terms “collection”, “use” and “disclosure” 

should be understood to have the following meanings: 

i. Collection refers to any act or sets of acts through which an organisation obtains 

control over or possession of personal data. 

ii. Use refers to any act or sets of acts by which an organisation employs personal data. 

A particular use of personal data may occasionally involve collection or disclosure 

that is necessarily part of the use. 

iii. Disclosure refers to any act or sets of acts by which an organisation discloses, 

transfers, or otherwise makes available personal data that is under its control or in 

its possession to any other organisation. 

f. Purposes - The term “purpose” refers to activities which an organisation may intend to 

undertake. When specifying its purposes relating to personal data, an organisation is not 

required to specify every activity which it may undertake, but its objectives or reasons 

relating to personal data. 

g. Reasonableness - An organisation shall, in meeting its responsibilities under the PDPA, 

consider what a reasonable person would consider appropriate in the circumstances. 

 

  



Cambiaso & Risso (Singapore) Pte. Ltd.  

 

Personal Data Protection Policy  Page 6 of 13 

 

4. Obligations regarding data protection 

The data protection provisions outline the basic responsibilities for organisations handling personal 

data. Parts III to VI of the PDPA state nine main obligations which the Company are required to 

comply with if they undertake activities relating to the collection, use or disclosure of personal data. 

a. Consent - The Company must obtain the consent of the individual before collecting, using, or 

disclosing his personal data for a purpose. 

b. Purpose Limitation - The Company may collect, use, or disclose personal data about an 

individual only for purposes that a reasonable person would consider appropriate in the 

circumstances and, if applicable, have been notified to the individual concerned. 

c. Notification - The Company must notify the individual of the purpose(s) for which it intends 

to collect, use, or disclose the individual’s personal data on or before such collection, use or 

disclosure of the personal data. 

d. Access and Correction - The Company must, upon request, provide an individual with his or 

her personal data in the possession or under the control of the Company and information 

about the ways in which the personal data may have been used or disclosed during the past 

year; and correct an error or omission in an individual’s personal data that is in the 

possession or under the control of The Company. 

e. Accuracy - The Company must make a reasonable effort to ensure that personal data 

collected by or on behalf of the Company is accurate and complete if the personal data is 

likely to be used by the Company to make a decision that affects the individual concerned or 

disclosed by the Company to another organisation. 

f. Protection - The Company must protect personal data in its possession or under its control 

by making reasonable security arrangements to prevent unauthorised access, collection, use, 

disclosure, copying, modification, disposal, or similar risks. 

g. Retention Limitation - The Company must cease to retain documents containing personal 

data or remove the means by which the personal data can be associated with particular 

individuals as soon as it is reasonable to assume that the purpose for which the personal 

data was collected is no longer being served by retention of the personal data and is no 

longer necessary for legal or business purposes. 

h. Transfer Limitation - The Company must not transfer personal data to a country or territory 

outside Singapore except in accordance with the requirements prescribed under the PDPA. 

i. Data Breach - In the event of a data breach, The Company must take steps to assess if it is 

notifiable. If the data breach likely results in significant harm to individuals, and/or are of 

significant scale, we are required to notify the Personal Data Protection Commission and the 

affected individuals as soon as practicable. 
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5. Data protection in business activities 

The Company provides shipping agency and destination management and MICE Activities including 

immigration clearance, crew change, visa applications, organizing tours and arranging 

accommodation etc. The data collected primarily comprises individual data which is needed by law to 

provide abovementioned services. Personal data of individuals (e.g. crew members) are collected in 

this process.  

These are the instances where personal data might be needed: 

a) KYC process to complete AML/CFT checks and screening in accordance with MAS 

requirements  

b) Making arrangements for crew members (as per business activities above) 

c) Human resource and payroll process (refer to Data Protection Policy for Employees) 

 

5.1. Notices to Individuals 

We collect personal data in order to provide the above-mentioned services. We commit to ensuring 

that the personal data we collect are safeguarded and we do not issue separate notices to individuals 

on the basis that deemed consent is obtained for the purposes of our business activities.  

Individuals may refer to the privacy notice on our website which describes how we collect, use 

personal data and ensure compliance with relevant personal data obligations.  

 

5.2. Obtaining Consent 

Personal data must only be processed for the purpose for which it was originally collected. If the 

Company wants to process collected personal data for another purpose, the Company must seek the 

consent of Individuals in clear and concise writing. Any such request should include the original 

purpose for which data was collected, and the new, or additional, purpose(s). The request must also 

include the reason for the change in purpose(s). The Data Protection Officer is responsible for 

ensuring compliance with the rules in this section. 

Nonetheless the Company only obtains personal data for the purposes of our main business activities 

– i.e. shipping agency and cruise agency. The collection of personal data is mandatory for these 

purposes and therefore consent is deemed to be given for such purposes.  

However, if the Company collects personal data for other purposes other than for our main business 

activities, express consent should be obtained. Under such circumstances,  

Data Protection Officer is responsible for retaining a record of such consent.  The Data Protection 

Officer is responsible for providing individuals with options to provide the consent and ensure that 

their consent can be withdrawn at any time. Refer to the Data Consent Form and Data Consent 

Withdrawal Form which shall be used if we do use personal data for other purposes. 
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5.3. Purpose limitation 

The Company strives to collect the least amount of personal data possible. Personal data should be 

collected, used, and disclosed relevant for business purposes, and only for purposes that are 

reasonable (e.g., what a reasonable person would consider appropriate in the circumstances). We 

only collect personal data where it is needed for business purposes as described in section 5 above. 

We will obtain consent if personal data is collected for other non-business purposes as per section 

5.2. 

5.4. Access and correction 

The access and correction obligations allow individuals to request access to and/or correct personal 

data in the Company’s possession. If we do receive such requests, we shall allow individuals to 

submit a request for such purposes and we shall undertake reasonable efforts to fulfil such requests.  

5.5. Accuracy 

Personal data must be accurate and, where necessary, kept up to date. Reasonable steps must be 

taken to ensure that personal data that are inaccurate, having regard to the purposes for which they 

are processed, are erased, or rectified in a timely manner. We make reasonable efforts to ensure 

that data we receive in the course of arranging insurance and processing claims is accurately 

recorded in our internal databases.  
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5.6. Protection 

The Company will make reasonable security arrangements to protect personal data in its possession 

or under its control to prevent unauthorised access, collection, use, disclosure, copying, modification, 

disposal, or similar risks. Please refer to the Technology Risk and Cyber Hygiene Policy for details on 

how we safeguard data. 

Data collected is recorded in SharePoint and Microsoft outlook. Access to data is granted to 

employees on a need-to-know basis.  

Training and awareness for handling of personal data should be conducted. The Data Protection 

Officer shall organize training to ensure the level of training is commensurate with the job role of 

each employee. At a minimum, personal data protection training and awareness shall include the 

following components:  

• Overview of the PDPA  

• Types of personal data  

• Applicability of the PDPA  

• Main obligations of the PDPA  

Employees undergo the PDPA e-learning module on the PDPC website and complete the assessment 

to ascertain they have understood the content.  

 

5.7. Retention limitation 

Personal data may be retained so long as one or more of the purposes for which it was collected 

remains valid and must not be kept by the Company “just in case” it may be needed for other 

purposes that have not been notified to the individual concerned. 

Refer to the Personal Data Retention Policy. 

 

5.8. Transfer Limitation  

Personal data might be transferred overseas during the course of business. Confidentiality clauses 

are contained in the relevant Terms of Business Agreement to require counterparties maintain 

confidentiality and standards in safeguarding personal data.  
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5.9. Data Breach 

In the event of a data breach, the Company shall assess if the breach is notifiable. If the data breach 

likely results in significant harm to individuals, and/or are of significant scale, the Company is 

required to notify the PDPC and the affected individuals as soon as practicable. Please refer to the 

Data Breach Response Procedure.  

 

6. Do Not Call Provisions 

The Do Not Call Registry comprises three separate registers kept and maintained by the Commission 

under section 39 of the PDPA which covers telephone calls, text messages and faxes. Individuals will 

be able to register their Singapore telephone number(s) on one or more Do Not Call Registers 

depending on their preferences in relation to receiving marketing messages through telephone calls, 

text messages or faxes. The Company have the following obligations in relation to sending certain 

marketing messages to Singapore telephone numbers: 

 Checking the relevant Do Not Call Registry to confirm if the Singapore telephone number is 

listed on the Do Not Call Registry. 

 Providing information on the individual or organization who sent or authorized the sending 

of the marketing message. 

 Not concealing or withholding the calling line identity of the sender. 

At present we do not have any outreach or marketing efforts using phone calls, text messages or 

faxes. We will comply with the Do Not Call Provisions if we do utilize the above methods for 

marketing purposes.  
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7. Roles and responsibilities 

The responsibility for ensuring appropriate personal data processing lies with everyone who works 

for or with the Company and has access to personal data processed by the Company. The key areas 

of responsibilities for processing personal data lie with the following roles.  

The Board of Directors are responsible for: 

 Making decisions about and approving the Company’s general strategies on personal data 

protection. 

The Data Protection Officer (DPO) is responsible for: 

 Managing the personal data protection program  

 Development and promotion of end-to-end personal data protection policies. 

The Legal Affairs Department/Counsel responsibilities include: 

 Working together with the Data Protection Officer to monitor and analyse personal data laws 

and changes to regulations. 

 Develop compliance requirements. 

 Assist business departments in achieving their Personal Data goals. 

The Information Technology Manager is responsible for: 

 Ensuring all systems, services and equipment used for storing data meet acceptable security 

standards. 

 Performing regular checks and scans to ensure security hardware and software is functioning 

properly. 
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8. Disclosure to third parties 

Whenever the Company uses a third-party supplier or business partner to process personal data on 

its behalf, the Data Protection Officer must ensure that this processor will provide measures to 

safeguard personal data that are appropriate to the associated risks. At present, we do not engage 

any data intermediaries.  

 

9. Conflicts of law 

This policy is intended to comply with the laws and regulations in Singapore in which Cambiaso & 

Risso (Singapore) Pte. Ltd. operates. In the event of any conflict between this policy and applicable 

laws and regulations, the latter shall prevail. 

 

10. Compliance with EU GDPR 

Scope of Personal Data – The EU GDPR has a broader definition and applies to all types of personal 

data. In comparison, the PDPA exempts business contact information. The scope of our PDPA related 

policies cover all forms of personal data which is compliant with the EU GDPR. 

Special categories of data – Under the EU GDPR, extra protection is needed for certain categories of 

data. These include personal data revealing racial or ethnic origin, political opinions, religious or 

philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data 

for the purpose of uniquely identifying a natural person, data concerning health or data concerning a 

natural person’s sex life or sexual orientation. We do not process such data and hence this 

requirement does not apply to us.  

Purpose and data minimisation - Organisations must ensure that it collects personal data for 

specified, explicit and legitimate purposes and does not further process the data in a manner that is 

incompatible with those purposes. The processing must also be adequate, relevant, and limited to 

what is necessary in relation to the purposes for which they are processed. On this basis, we only 

collect personal data for a legitimate purpose, and we comply with EU GDPR. 

Notice and Consent – We collect personal data for a legitimate and legal purpose and therefore 

explicit consent is not always required. On this basis we fulfil EU GDPR.  

Accuracy and completeness – We take reasonable efforts to ensure the personal data we collect are 

accurate and up to date.  

Data Protection and Security – We take reasonable measures to ensure that personal data in our 

possession is safeguarded.  

Data protection officer (DPO) – A DPO has been appointed to oversee compliance with PDPA and EU 

GDPR. 



Cambiaso & Risso (Singapore) Pte. Ltd.  

 

Personal Data Protection Policy  Page 13 of 13 

 

Data breach reporting – We have implemented data breach procedures to address instances of 

potential data breach.  

International transfers – We transfer data to underwriters in foreign countries and there are clauses 

to ensure confidentiality and safeguard data in the Terms of Business Agreements.  
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1. Purpose, scope, and users 

This policy sets the required retention periods for specified categories of personal data and sets out 

the minimum standards to be applied when destroying certain information within Cambiaso & Risso 

(Singapore) Pte. Ltd., hereinafter referred to as the “Company”. 

This policy applies to all business units, processes, and systems within the Company, as well as 

dealings or business relationships with third parties.  This policy applies to all information used within 

the Company. Examples include:  

 Emails 

 Hard copy documents 

 Soft copy documents 

 Video and audio  

2. Reference documents 

 Personal Data Protection Act 2012 

 PDPC – Advisory Guidelines on Key Concepts in the Personal Data Protection Act 

3. General principles 

Personal data may be retained so long as one or more of the purposes for which it was collected 

remains valid and must not be kept by the Company “just in case” it may be needed for other 

purposes that have not been notified to the individual concerned. 

For any category of documents not specifically defined in the Data Retention Schedule and unless 

otherwise mandated differently by applicable law, the required retention period for such document 

will be deemed to be a minimum of 5 years from the date of creation of the document. 

4. Retention schedule 

The Data Protection Officer (DPO) defines the time period for which data will be held in soft copy or 

hardcopy, this information should be documented in the Data Retention Schedule.  As an exemption, 

retention periods can be prolonged in cases such as: 

a. The personal data is required for an ongoing legal action involving the Company. 

b. Retention of the personal data is necessary to comply with the Company’s obligations under 

other applicable laws, regulations, international/regional/bilateral standards which require 

the retention of personal data. 

c. The personal data is required for the Company to carry out its business operations, such as to 

generate annual reports or performance forecasts. 
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5. Safeguarding data during the retention period 

If electronic storage media are chosen, any procedures and systems that detail how the information 

can be accessed during the retention period, shall be stored to safeguard the information against loss 

as a result of future technological changes. This is the responsibility of the IT department. 

Appropriate controls should be in place that prevent the permanent loss of essential information of 

the company because of malicious or unintentional destruction of information.  

6. Ceasing to retain personal data 

Where there is no longer a need for the Company to retain personal data, it must take prompt action 

to dispose of the documents containing personal data or remove the means by which the personal 

data may be associated with particular individuals. Examples of how this can be done include: 

 Returning the documents to the individual concerned. 

 Transferring the document to another person on the instructions of the individual 

concerned. 

 Destroying the documents or securely deleting data (Refer to section 7.2). 

 Anonymising the personal data (e.g., the process of removing identifying information, such 

that the remaining data does not identify any particular individual). 

7. Disposal 

7.1. Regular review 

The Company and its employees should on a regular basis review all data, whether held in 

electronically or in hardcopy, to decide whether to destroy or delete any data once the purpose for 

the information that was created is no longer relevant.  

Once the decision is made to dispose according to the Data Retention Schedule, the data should 

cease to be retained. The method of disposal varies and is dependent upon the nature of the 

document.  For example, any soft copy document that contains sensitive or confidential information 

will be subject to secure electronic deletion. 

The specific deletion or destruction process may be carried out either by an employee or an internal 

or external service provider that IT department subcontracts for this purpose.   
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7.2. Destruction method  

Hardcopy documents shall be disposed of as confidential waste (e.g., cross-cut shredded, 

incinerated) with documented proof of destruction. Electronic data is to be securely deleted. 

 

8. Data Retention Schedule  

Personal data record 

category  

Minimum Mandated retention 

period  

Record owner  Location  

HR and Payroll Data 

of employees   

Five years after termination / 

cessation of employment with 

the Company for tax purposes  

HR department  Hardcopy file, shared 

folders and email  

Personal data of 

individuals (crew 

members)   

Five years after business 

relationship expired 

Shipping / Cruise 

agency 

department    

Hardcopy file, shared 

folders and email 

KYC/AML/CFT 

related records  

Five years after termination of 

business relationships / 

completion of transactions for 

AML purposes  

Compliance  Hardcopy file, shared 

folders and email 
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